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Administration Utility Overview

The Administration Utility area provides management tools to determine how the server is operating.
Users with access can use these tools to manage servers, users, cameras, and other devices.

To access the Administration Utility, log in to the application as an Administrator. Then, select Admin
> Configure in the top toolbar.

The Administration Utility loads the Home tab by default, which shows all the users, cameras, disks,
and other configured devices on the server. For details about an item, click the item in the list and the
details will display on the right side of the screen. Items that appear in red are either disconnected or
not working correctly.

The Home tab displays a list of System Devices configured on the server in the left pane, which
include:

e Users: Click on a user to display information about the user’s connection on the right side of
the screen. To log the user out of the system, click Logout User. Devices: Displays any
connected devices, such as Barix units, IP-based intercoms, and A/D encoders. Click on a
user to display the device information.

e Cameras: Select a camera from the list to display the details. For Axis and 1Qeye cameras,
the Item Details window also has a Reset button for restarting the camera. If the camera is a
pan-tilt—zoom (PTZ) camera, it has a Release PTZ Lock button that removes a concurrent
user’s control over the PTZ controls.

e Drives: Select a drive from the list to display its status and details, including its remaining
storage capacity. We recommend that you keep your drives less than 95% full to prevent

unintentional deletion of files.

For more information about these tools, see the Servers section of this document.
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Software License Key

Note: The Art Sentry System is delivered with a temporary license key. A permanent key is issued
upon receipt of full payment for the system. When using a temporary key, a message displays on
log in stating how much time remains before the key expires.

Use the following steps to update your software license key once you have obtained a .lic license file:

1. Click <License> on the Server Information section of the home screen

Server Information
Customer Restart
_' S Logout All
Operating System : -
. Diagnostics
em Uptime
Soft Version Import Server
Sofh > Uptime fioolo e Somaos
Last Health Report License

Health Report Status

2. Click <Load License> Load License Get Hardware ID

3. Upload a .lic license file

To request another temporary license key, call Art Sentry Support at (888) 426-6646 or send an email
to support@artsentry.com.

Note: To expedite your license key support request, we recommend that you send a screenshot of
the Software License window or have it ready when you call.


mailto:support@artsentry.com
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Managing Servers

To manage a server, select the server in the System Devices pane on the left.
The Server Information area displays on the right.

Devices Cameras Alarms System Settings

System Devices
Server Information
Customer Restart
Server Logout All
Operating System
System Uptime
Software Version Import Server
Software Uptime Backup Server

& m=z H2 F34 Main Unit Last Health Report License

Health Report Status

Disk Usage

Disk Load

Licensed Cameras

Diagnostics

Licensed Alarm Cameras

Under each server, there are options to do the following:
Restart the server

Logout all users

Export server diagnostics

Import server configuration
Backup server

Review / manage software license

Server Information

Customer Restart

Server Logout All
Operating System : :
System Uptime Diagnostics
Software Version Import Server
Software Uptime Backup Server
Last Health Report License
Health Report Status

Disk Usage

Disk Load

Licensed Cameras

Licensed Alarm Cameras
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Restarting or Rebooting a Server

Warning!! Only perform this action if you are confident in your operation.

1. Select the server in the System Devices pane on the left. e
Logout All

2. Click <Restart> and the Shutdown window will appear.

3. Confirm (<Yes>) or cancel (<No>)

VCS Shutdown

Are you sure you wish to RESTART tt

Yes No

Log Out One User

1. Onthe Home tab, select the user from the System Devices pane.

2. The Item Details for the user display on the right. Click <Logout User>.

Item Details
User: admin Logout User
Address:

Connected since: 07/25

Connection type: client

Log Out All Users

1. Select the server in the System Devices pane on the left.

RESEN

2. Click <Logout All> in the Server Information area on the right. Logout Al

Diagnostics

3. In the window that appears, enter a logoff message to send to users before
they are disconnected.

License
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Server Diagnostics & Reports

1. Onthe Home tab, select the server in the System Devices pane on the left. Restart

2. Click <Diagnostics> in the Server Information area on the right. B

See below for Diagnostics window options

Backup Server

License

VCS Diagnostics

H Select an option

Cancel View Server Report Refresh Server Report Download Server Report  Download Diagnostics File Reset SNMP

View Server Report

This pulls up a new window that shows you the server report. This will allow you to see information
such as how full the video drives are, cameras that are out, when cameras last recorded, and other
useful information.

Refresh Server Report

The server report is generated every day. If you would like to view current information, click the
Refresh Server Report button to generate a new report.

Download Server Report

Clicking the Download Server Report button will allow you to download and save a PDF version of
the server report to your local machine.

Download Diagnostics File

Clicking the Download Diagnostics File button will allow you to download a Diagnostics File to your
PC. This file contains useful logs and files to better allow us to troubleshoot an issue with the system.
Sending this file to support when you have an issue is very helpful to speed up the investigation
process.

Reset SNMP

When a hardware issue occurs on the system, it will alert you via an SNMP alert. The red text
associated with the alert on the Admin home screen will need to be cleared out after the issue is
addressed. Pressing this button will perform the reset on this for you.
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Importing a Server Configuration

If you are using multiple servers, you can import a predefined configuration.

Note: We highly recommend that you contact Art Sentry Support before using the import feature.

1. Select the server in the System Devices pane on the left. Restart

Logout All
2. Click <Import Server> in the Server Information area on the right. :

Diagnostics
3. In the window that appears, browse to the configuration file that you want to
use -- select it, and click <Open>.

License

Backing Up a Server

Note: We recommend backing up your servers at least four times a year and store the backups in
a safe place.

Restart

1. Select the server in the System Devices pane on the left. Logout Al

Diagnostics

2. Click <Backup Server> in the Server Information area on the right.

Import S

3. Select the location where you would like to save the backup and click <Save>. Backup

License

Art Sentry offers a Remote Backup & Server Health Product (RBSHP) that includes monthly remote
backups of all servers, as well as system health checks. For more information, please contact your
Sales Representative or Customer Support.

Server Storage

Server storage space refers to the available space on the server’s hard disk drives (HDDs) where
camera footage is stored. Changing camera options such as storage times, resolution, and recorded
frames per second (FPS) may increase the amount of storage space that is used.

You can check storage use at any time in the Server Information area on the right
(with a server selected).

NWarning!! When the server is 95% full, the server begins to delete recordings to prevent
a failure, even if the camera hasn't reached the configured storage time.


mailto:support@acuity-vct.com
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Devices

Add, delete, or edit devices using the Devices tab. Devices include analog-to-digital converters,
multi-image sensor cameras, IOLAN Pearle devices, Barix units, paging units, Internet Protocol (IP)-
based intercoms, A/D encoders and any other devices that you integrate into the system. The
Devices tab also displays the video drives added to the system.

The Device List is displayed on the left. Select a device from the list to display the Device
Information on the right.

File Help

Home = = System Settings

Device List Device Information
o S s S U Description [N Eget: ]

IP Address

Port

Type Axis C8210
Username [
Password

HTTPS disabled

Delete Manage Audio

Video Storage Disks
| Enabled | % Full Errors
video00 67

video(1 70
Nideo02 65
Nideo03 64

Add New Device Utility

Delete

10
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Adding a New Device

Use the following steps to add a new device:

1.

o1

On the Devices tab, click <Add New> at the bottom of the Device List.

2. Description: enter a name for the device.
3.
4

IP Address: enter the IP address of the device.

port 80 unless otherwise specified.

. Port: enter the port for communications. Most web servers and web clients communicate over

Type: use the drop-down menu to select the type of device to add.

6. Username: automatically populates when the device type is selected. If the device’s username
has changed for security purposes, ensure that the updated username is entered.

purposes, ensure the updated password is entered.
HTTPS: we recommend that HTTPS is left disabled.

Click <Save New Device>.

Home Devices

Device List Device Information

. DEEETL

P adcress - |
Pt T
s

Type AVTECH Room Alert 3E

disabled hd

Save New Device

Add New [ zvice Utility

. Password: enter the device password. If the device’'s password has changed for security

High Temperature
Low Temperature
Fahrenheit
High Humidity
Low Humidity

Alarming Frequency 1% minutes

Cancel
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Video Storage Disks

Device Information

The Video Storage Disks section is
displayed under Device Information. This
section displays the video drives that are on
the server. These disks should have equally
sized partitions mounted to the operating
system (OS).

Video Storage Disks

H H H H Enabled ’V % Full Errors
Disabling a Video Storage Disk -
If an error occurs on a disk, uncheck the ;
Enabled box next to the disk to disable it
until repairs to the server are complete. If a
drive encounters problems, it is unchecked pee

automatically. Revert

Enabling a Video Storage Disk

To force the system to try to use a disabled disk, check the Enabled check box, then click <Save>.

Adding a New Video Storage Disk to the server

After your disks have been configured and mounted in the system, use the following steps to add a
new disk to the server:

1. Select the device in the Devices tab. | o ) |

Add New Disk

2. Click <Add> in the Video Storage Disks section.

Please enter the path to the new drive.

3. Inthe Add New Disk window, enter the path to where the
partition is located on your server

4. Chen click <OK>.

OK Cancel

5. Click <Save> at the bottom of the screen.

The system will then begin to write to the new video disk.



Security Software

al"t Version 8.2 Administrator Manual

sentry

Cameras

The Cameras tab is where cameras can be added and configured. Both network and analog cameras
can be added (assuming an analog-to-digital converter is added to the server via the Devices tab).

Adding an Analog Camera

1. Confirm that an analog-to-digital converter has been added to the system by checking the
Devices tab.

Click <Add New Camera> at the bottom left of the screen.
Click the <Analog> tab in the Camera Information section.

Enter a name for the camera in the Description field.

a & 0N

If the camera should have a live stream, leave the Enabled box checked.
Note that if the camera has failed or is no longer installed, this should be unchecked to prevent
the server from needlessly trying to access the camera.

6. Select the Device (analog-to-digital converter) that will be used for this camera.

Camera Information

7. Select the Port on the
analog-to-digital converter
to which the camera runs.

8' When fInIShed; C“Ck Basic Options
<Save NeW Cam era>. Standard Stream ‘.fcaled SItream

B 0 min T
505 0min- 100 max
Home Devices 2 & framelsec

Recorded

Camera List

Recording Options

@ Continuous ¢ Motion / Alarming ~ {fy Advanced Analytics ) Live Only @ API Controlled

Images from this camera will be continuously recorded

Advanced Options

PTZ Driver None Image Storage
Sensor Device None Unique Key
Rotated None I Web Export
Use Intercom None

Group none Edit Groups

Post none Edit Posts

Copy Schedule

Preview Save New Camera Cancel

Verify that the correct users have permissions to both see the new camera and control the PTZ, if
applicable, on the Users tab.
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Adding a Network Camera

1. At the bottom left of the screen, click <Add New Camera>.

2. Inthe Camera Information section, click the <Network> tab.
3. In the Description field, enter a name for the camera.
4

If the camera should have a live stream, leave the Enabled box checked.
Note that if the camera has failed or is no longer installed, this should be unchecked to prevent
the server from needlessly trying to access the camera.

5. Enter the IP Address of the camera being added to the system.

6. Select the HTTP Port that handles the incoming traffic from the camera. In most cases, this is
port 80.

7. The Username field

Devices Cameras Alarms System Settings

automatically populates
when the device type is
selected. If the device’s
username has changed
for security purposes,

Camera Information

[ Analog [ Jonit |
e cress

Type ACTi ~  Model

Index: 184 Enabled Notes

Username

HTTP Port 80 = RTSP Port 554 &

ACM-1231~ Codec MIPEG

Basic Options

Standard Stream

Scaled Stream

ensure the updated i
username is entered.

Live 2 ~ framelsec

1280x1024 ~ Scaled Size  disabled w

50 % 1 min-100 max Compression 50 % 1 min- 100 max

w framelsec

8. Enter the password in the
Password field. If the
device’s password has
changed for security
purposes, ensure the
updated password is

Recorded 2% framesisec w

Recording Options

@ Con us  {@ Motion/Alarming  { Advanced Analytics ) Live Only  { API Controlled

Images from this camera will be continuously recorded.

Advanced Options

entered. o e
Sen 2 None Unigue Key
9. Inthe Type field, select Rotated None I Web Export
the manufacturer of the o i I Camera Aucio Enabled
Camera belng added' Group none Edit Groups
Post none w Edit Posts

10.In the Model field, select
the model of the camera
being added.

Save New Camera Cancel

11.When finished, click <Save New Camera>.

Verify that the correct users have permissions to both see the new camera and control the PTZ, if
applicable, on the Users tab.
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Configuring Cameras

Basic Options

The following settings are configurable in the Basic Options section:

File Help

Devices Cameras Alarms System Settings

Camera Information

BT Art South Hall Index: 106 Enabled Notes

e Codec MJPEG hd

Basic Options
Standard Stream Scaled Stream
Image Siz 1920x1080 Scaled Siz: 640x360 ad

10 % O min- 100 max

£~ framels
55 framelsec

1. Image Size: The image size or resolution in which footage will be recorded. Choose from a list
of image sizes that are available for the camera. If a scaled size is not selected, this image
resolution also appears in the view panel. This is also the image resolution that displays when
double-clicking to zoom in on a camera.

2. Scaled Size: Some cameras can send a second stream to the system. This second stream is
only sent to the view panel and is not recorded. This feature is useful for improving the refresh
rate of live streams in the view panel. The Scaled Size is the image size or resolution of this
second stream. Select a Scaled Size that is smaller than Image Size. We recommend that
you set it to the smallest available size.

Note: Not all camera models support this two-stream functionality.

3. Compression: This option controls the file size of saved images and footage. A higher number
in this field results in a smaller file size, but also a lower-quality image. Conversely, a lower
number in this field results in higher-quality images and larger file sizes.

4. Live:
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Recording Options

File Help
Home Devices Cameras Alarms System Settings

Camera List Camera Information

Description EUSSLTGERET Index: 106 Enabled Notes

Basic Options

Standard Stream Scaled Stream
1920x1080  ~ S d Si 640x36H

10 : 0 min - 100 max
5 4 frame/sec
I

Recorded 5 : frames/sec w

Recording Options

Add New Camera @ Continuous @ Motion / Alarming ~ #f Advanced Analytics @ Live Only  #§ API Controlled
Utility .
1 Images from this camera will be continuously recorded
Camera Report

The following settings are configurable in the Recording Options section:

e Continuous: camera records footage continuously.
e Motion / Alarming: only records when the camera detects motion. Options as follows:

o Configure Motion Zones — see Zones
o Configure Schedule — see Scheduling
o Use Alarm License — allows creation of Recording Options
alarm zones on the camera @ Continuous  {f Motion / Alarming ~ {f Advanced Analytics  # Live Only @@ API Controlled
o Motion Recording Configure Mofion Zones| - Configure Schedtie [ Use Alarm License
= Time Before: how many seconds to this camera will be saved when mofion is detected according to the settings below
record prior to the motion Motion Recording Alarm Recording

i » o - Delayed Alarm
= Time After: how many seconds to Time Before () 5

record after the motion
o Alarm Recording

o
x> Motion Dura
Y
~

Allowed

- Delayed Alarming e
e Motion Duration lyot  ORE
e Allowed Gap Audio File  None
» Threshold (%) OfficeBarix 1%
: LayOUt Pager Text  Disabled
» Audio File
= Audio Device W Trigger SRR

= Pager Text — see Configuring a
Custom Alarm Message

= Trigger: Select Trigger to have an alarm trigger an 1/O port on a device. Select the camera or
device from the drop-down menu.
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e Advanced Analytics: only records when the camera detects motion and an alarm will be
triggered. Options as follows:
o Configure Analytics SR RIS

o Conflgure Schedule _ @ Continuous ¢ Motion / Alarming ) Advanced Analytics  { Li i @@ API Controlled
see Schedu“n Configure Analyt C e Schedule Use Alarm License
=cheduling
. Images from this camera will be saved when motion is detected and an | be triggered according to the configuration settings.
O Use Alarm L|Cense - Motion Recording Alarm Recording
a”OWS Cl’eation Of alarm Time Before (s) 5 C Layout None ~
Zones on the camera Time After (s) 10 c Audio File None ad
o Motion Recording N
= Time Before: how Pager Text  Disabled v
many seconds to
record prior to the H Trigger [Sungari - Kitchen g =
motion

= Time After: how many seconds to record after the motion
o Alarm Recording
= Layout
= Audio File
* Audio Device
= Pager Text — see Configuring a Custom Alarm Message
= Trigger: Select Trigger to have an alarm trigger an 1/O port on a device. Select the camera or
device from the drop-down menu.

e Live Only: sends a live stream from the camera to the system but does not record any
images.

e API Controlled: Recording is controlled by the APl commands. If this feature applies to your
system, refer to the APl Manual for details about the specific commands to use. The camera
does not record unless the API directs.

o Live Snapshot sets the camera to listen to an APl command to take a single snapshot for
the camera recording.
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Advanced Options

The following settings are configurable in the Advanced Options section:

1. PTZ Driver: If the camera bring added is a PTZ camera, selecting the driver in this field
enables the PTZ controls.

2. Image Storage: Select the number of days that the camera should store images. The actual
storage time is affected by the number of hard drives in your server, the sizes of the drives,
and how close to capacity the drives are.

Note: When the server is 95% full, the server begins to delete recordings to prevent a
failure, even if the camera hasn't reached the configured storage time.

3. Sensor Device: he Sensor Device to use with the camera. Sensor devices trigger actions in
the system. For example, temperature and humidity sensors can be used with a camera and
the data they collect can appear in the camera live view. For assistance with adding a sensor
device or to request more information, contact Art Sentry Support.

4. Unique Key: The system uses a Unigue Key to archive metadata that is required to play
Piece-Based video. The start and stop times of each piece of video are saved to internal files.
Since no more than 10,000 files can be saved to an individual directory, the Unique Key
enables file storage to be shared among several smaller directories. For example, if a
manufacturer uses a seven-digit piece number and the Unique Key is set to 4, the start and
stop times for piece number 3485937 are stored in a directory whose name includes the first
four digits for the piece (such as /3485). Piece-based searches are very fast because the
system can immediately find the right directory based on the requested piece number. The
default value is zero.

5. Rotated: Rotates the camera image 90, 180, or 270 degrees. If the image is rotated, close the
current session and log back in to see the change take effect. We recommend using the
rotation that the camera’s web page indicates. For more information, see the Rotating a
Camera section of this document.

6. Web Export: Exports an image per second to the directory where software is installed.

7. Monitoring Indicator: For enabled cameras, illuminates a light-emitting diode (LED) on the
camera when a user is listening to the audio from the camera.

8. Use Intercom: The intercom unit to use with the camera, if any.

9. Force Home: Forces the PTZ camera back to the preset "Home" position after a 30-second
period of inactivity. This time interval cannot be changed.

10.Camera Audio Enabled: For enabled cameras, enables a two-way audio feature. You must
configure this feature on the camera first. The audio is not recorded in the system.
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11.Setup I/O Ports: Choose an IO port number (1-5) and enter the text the 10 port should display.
12.Group: Add camera to a group (see Groups for more information)

13.Edit Groups: Add/edit group options

14.Use Mask and Custom Mask: see Adding a Privacy Mask

15.Post: Add camera to a post for iPad app users

16.Edit Posts: Add/edit post options for iPad app users
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Schedules can be used to toggle a camera into three different modes: “no recording”, “motion
recording”, or “continuous recording” at specific times of the day. A schedule can be applied to a
camera that is set to “Motion/Alarming” or “Advanced Analytics”.

Creating a Schedule
To create a schedule, make sure the camera is set to a supported mode. Then select the <Configure
Schedule> button.
Recording Options
@ Continuous @ Motion / Alarming @ Advanced Analytics @ Live Only @ API Controlled

Configure Motion fones  |Configure Schedule

Mation Duration (s) 10 :

y Default~ Create Overlay Edit Overlay Delete Overlay

This dialog has a bar for each day of the week and defaults to the current camera’s mode for the
whole day. The next sections will describe how camera schedules can be configured.
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Schedule Blocks

A schedule block can have multiple properties configured. If a schedule block’s properties differ from
the camera’s current settings (i.e. Motion Threshold), the schedule block’s settings will take
precedence during the schedule block’s time period. Once the camera is outside of the schedule
block, the camera will revert to the originally configured settings.

e Motion Threshold - the threshold for the motion defaults to 25

e Alarm Threshold - the alarm threshold for the alarm zone defaults to 55
e Motion Duration seconds

e Allowed Gap seconds

e Motion Overlay - the overlay to use for a Motion / Alarm recording block

Adding a Schedule Block

1. Click and drag on the timeline from a start time to an end time.

2. Once the selection is highlighted, right click inside the selection and select the recording type
for the schedule block.

NO_RECORDING

o A —— . S . g CONTINUOUS_RECORDING !
12:00 A 2:00 A 400 A G:00 Aht 2:00 A 10:00 Ahd 12:00 PR 3 M 10:00 Phd 11:59 PRl

MOTION_ALARM_RECORDING

12:00 A 2:00 A 400 A G:00 A :00 4:00 Phd

Apply to QIREERENES hd

< Type Motion alarm recording Delete

3. Selecting a recording type in the popup selection box will create a new recording block that
can be edited.

The image below shows the result after selecting the continuous recording option.

12:00 A 2:00 A 4:00 A f:00 Ahd 2:00 A 10:00 A 12:00 PM 2:00 PM 4:00 Pr 6:00 Pt g:00 A 10:00 P 11:59 Pl

12:00 A4 2:00 A 4:00 A &:00 4
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Editing a Schedule Block

1. Select the block in the dialog; when the block is selected, white thumbs will appear on the
edges. These thumbs can be used to adjust the size of a schedule block.

SUMDAY

2. Move the thumbs to adjust the block size or select the block and use the bottom panel to edit
the time spinner. Schedules for a single day can have multiple blocks and do not need to cover
the whole day.

SLIMNDAY I I

1200 A Z:00 A0 D0 A B0 A D0 FM__ <00 P 0Pl 10:00 PRl 11:50 Pl
MW otic i

Tl 1 2:00 AM C =i 05:00 PM : Type Motion alarm recording Delete
Motion Thresholds Delayed Alarming

Maotion Thres %) 25 Alarm Thresho

Motion Overlay

Motion Overlay Default~ Create Overlay Edit Overlay

Example: The schedule below will set the camera to “Motion / Alarm recording” from 6:00AM to
5:00PM. During the remaining hours, the camera will be configured based on the camera settings in
the admin.
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12:00 & 200 A 400 A0 GO0 A 500 A 10:00 Ad 1:00 PM_ 200 P 400 PR 6:00 Phd__ 3:00 Ph
Mo Recording Continuous Recording Motion / Alarm Recording

Apply to SINEEEENEE

=Ll 06:00 AM == l05:00 PM < Type Motion alarm recording Delete

Delayed Alarming

otion Thresholds
552 Motion Duration (s) Allowed Gap (s)

Motion Threshold (%) Alarm Threshold (%)

otion Overlay
Motion Overlay Default~ Create Overlay Edit Overlay

Moving a Schedule Block

A schedule block can be moved across the timeline by selecting the block and picking it up from the
center to drag it to a new location.

Camera Weekly Schedule

MONDAY

400 00 2:00 A 10:00 A~ 12:00 P 2:00 Fhd :00 Phd G:00 Phd 2:00 Phd A0:00 Pl 11:59 P

12:00 A 2:00 2

12:00 A 2:00 2 400 00 2:00 A 10:00 A~ 12:00 P 2:00 Fhd :00 Phd G:00 Phd 2:00 Phd A0:00 Pl 11:59 P

e A scheduled block cannot overlap an existing block or move past the existing block; each block
will need to be adjusted or removed in order to move a block to the other side of another block.

2:00 A 400 Ahd G:00 A 2:00 Ahd 10:00 b4 12:00 Phd  2:00 Phd 4:00 Phd G:00 Phd 9:00 Pbd 10:00 PRd 11:59 Phd

Mo Recording Continuous Recording Motion / Alarm Recording

12:00 &

1500 A 200 A k0D A BO0 A B0 A 10:00 4 13:00 P 3:00 P DD PR GO0 Pl £00 Phi TGRS selN e
Mo Recording Continuous Recording (G ER TGy CONTINUOUS_RECORDING

MDTIOH_ALARM_RECDRDIH ==

23
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Selecting <No Recording> will remove the old blocks and place a “No Recording” block in the
selection location.

12:00 A4 200 Ahd 400 A 600 S So00 b i Z:00 Phy G000 Ph 200 Ph 1000 PR 11:59 Phd
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Changing the Recording Type

1. Select the schedule block.

2. Select a new type from the “Type” drop down menu.

12:00 A 20040 40044 6 0:00 0 o 10:00 Phd 1150 PR

ELM05:37 AM C ISl 04:35 PM C Type Mo recording Delete

ption Thresholds Delayed Alarming

VL Alarm Threshol 55 Motion Duration (s)
w

¢ (EENI ~ Edit Overlay

The image below shows the recording type above (“No Recording”) has been changed to
“Continuous Recording”

12:00 Ahd 2:00 A 00 Al A i 00 800 10:00 Fhd 11:59 P

Apply to IEEERENE
EIEU05:37 AM 3 Sisl04:35 PM 3 Type Continuous recording Delete

otion Thresholds Delayed Alarming
Alarm Thresh ) 55 Motion Duration (s)

erlay |[REIEDIGE ~ Edit Cverlay
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Copying Schedules

A schedule can be copied from one day to another.

To copy the schedule for a day, press the copy button. and follow one of the options

below.

Copy to Single Day

To copy to a single day, select the paste button next to the day to apply the schedule to.

Copy to Multiple Days
A schedule can be copied to all days or just weekdays.

Select the “apply to” option and select <All Days> or <Mon - Friday>.

Applyto All D

All Day
MMaon - Friday

Copying Schedule to Another Camera

Home Devices

An existing schedule can be applied to another camera. Doing so will Caperai Camera ikormt
copy one camera's schedule to another so they are exactly the same.

1. Select the camera in the Camera List.

Basic Options

2. Press the <Copy Schedule> button in the lower left corner.

Standard Strea|

3. A dialog will display requesting the destination camera to apply
the schedule to.

e from camera To Camera

Recording Option
@® Con

Configure M

Cancel
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Deleting a Schedule Block

A schedule block can be deleted in two ways after selecting the block
1. Right click the block and select delete.

2. Press the delete button in the bottom right corner.

1200 A 200 A 400 S G:00 A0l £:00 Ahd 10:000 A 12:00 Pl 2:00 Phl 00 Phd G:00 Phd 8:00 Pl 10:00 Phd  11:59 Phd

1200 A 200 A 400 Sl G:00 Ahd 2:00 Ahd 10:000 A 12:00 Phd  2:00 Phd 00 Phd G:00 Phd 2:00 Phd  10:00 Phd  11:59 Phd

1200 Ad 200 AW 400 A G:00 A6 S:00 AW 10:000 AW 13:00 PR 2:00 Phd 00 Phd G:00 Phd S:00 Phd  10:00 Phd  11:59 Phd

Mo Recording Continuous Recording Motion / Alarm Recording

Apply to QIS

1=Ul12:00 AM End RETL N = 7o Motion alarm recording Delete

Example Schedule

The following schedule is using “motion / alarm recording” for the whole day but uses a different
overlay for the middle block. The middle block is using an overlay named “alarming” and the blocks
on the left and right are using the default overlay.

SUNDAY I I

12:00 4 200 A4 400 A B:00 A4 S:00 4 10:00 A 1200 FM_ 200 P 400 P B0 P 5:00 Pt
Mo Recording Continuous Recording Motion / Alarm Recording

10:00 Prd 11:53 Phd

Apply to TTNEEE

U756 AM =Tl 04:26 PM < Type Motion alarm recording Delete

Delayed Alarming
552 Maotion Duration (s) Allowed Gap (s)

Motion Thresholds
Motion Threshold (%) 252 Alarm Threshold (%)

Motion Overlay
Motion Owverlay alarming~ Create Overlay Edit Overlay Delete Overlay

27
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The image below is of the right block showing that its overlay is set to the default overlay.

2:00 Phd 400 Phd fi:00 2 10:00 Fhd
ding i0

Start DESeLgal] C =i[\l11:59 PM : Type Motion alarm recording Delete

Motion Thresholds Delayed Alarming

Motion Thre 25 c Alarm Thres 55 Muotion Duratic

Motion Overlay
ay Default ~ Create Overlay Edit Overlay

After creating the schedule for a single day use the copy feature to apply the schedule to all days.
The schedule below shows this single day schedule applied to all days.

ALL_DAYS v

n recording Delete

Alarming

y Default ~ Create Overlay Edit Overlay
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Managing Users

The Users tab enables system administrators to manage users and user privileges.

Adding a User

On the Users tab, click <Add User> near the bottom of the left pane.
Enter a unique User Name for the user.
Enter the user's Actual Name (first and last name).

Enter a Password for the user.

Add User Information

A

Verify Password: re-enter the etene e
-'-‘""E_

Group <No Group> Requir rd Change [l

same password for verification

Conform to Group ut| ats Password

6. Select a PTZ Control Priority
level from the drop-down list. This
field controls priority over the PTZ
controls. A user with a higher
priority level can kick off a user
with a lower priority level.

1- Lowest

Camera View PTZ

o System administrator usually
has priority level 5

o Defaultis setat 1 — Lowest
priority

Enable All Disable All

Differences in privilec etween user and group are highlighted in orange

o If two users have the same OK  Cancel
PTZ Priority, the users can
boot each other off the PTZ controls.

7. Inthe Authenticate Via field, select an authentication method from the drop-down list
(either Password or LDAP Credentials). The default authentication method is Password.

8. (Optional) Select the group to which you want to add the user. For more information, see
Adding a Group.

9. (Optional) Conform to Group applies the Group’s default permissions to the user



Security Software

al"t Version 8.2 Administrator Manual

sentry

Password Requirements

The Password Requirements button allows you to set different levels of Add User
complexity to passwords. Parameters can be set to require passwords to be Add Geoup
changed at certain intervals, disabling users after a number of failed login
attempts, and even specify the complexity requirements of passwords.

LDAP Impart
Password Requirements

Activity Report

1. On the Users tab, click <Password Requirements>
2. Use the check boxes and up/down arrows to specify password

requirements for user
3. Once requirements have been selected, click <Save>

Password Reguirements

B
T

[l Password must be changed every (days)

co

I New passwords must contain X characters different from old password

o

B Bar repeated passwords for this many changes

Disable user after X failed login attempts

co

n
T IR LT

Enforce a minimum password length of

<

Enforce | vord complexity
Number of Uppercase characters
MNumber of Lowercase characters

Number of Numeric characters

Lr £ K O

Number of Symbolic characters

M Apply requirements to Admin Group

Save Cancel
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Activity Report

The Activity Report allows you to see a log of user interactions with the software. The report captures
user logins and which IP they connected from with that user, when a change was made to the user’s
preferences, and when that user made setting changes on a camera.
Add User
1. Onthe Users tab, click <Activity Report>
2. Choose a start and end time and click <Update>
3. Click <Export> to export and save the list or click <Close> to exit

Add Group

LDAP Impart

Password Requirements

" Activity Log % Activity Report
ne: Update
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Editing a User

1. On the Users tab, select the user from the User & Groups list in the left pane.
2. Update the User Information

3. Click <Save> to save or <Revert> to undo changes

Deleting a User

1. Onthe Users tab, select the user from the Users & Groups list in the left pane.
2. At the bottom of the User Information section, click <Delete>.

3. In the confirmation window that displays, click <Yes> to confirm the deletion.

Log Out One User

1. On the Home tab, select the user from e ——
the System Devices pane. Customer Restart

Logout All

2. The Item Details for the user display on
the right. Click <Logout User>.

License

Log Out All Users

1. On the Home tab, select the server in the

System Devices pane on the left. ltem Details
User: admin erilee

2. Inthe Server Information area that podress S
displays on the right, click <Logout All>. | :

ection type: TCP Client: admin

3. In the window that appears, enter a logoff
message to send to users before they are
disconnected and click <OK>.

Disconnect All Users X

A Enter a logoff message that will be sent to ALL of the users (logout can take several seconds)

OK  Cancel




Security Software
al"t Version 8.2 Administrator Manual

sentry

User Privileges

Privileges are used to grant or restrict access to certain functions.
Click the Users tab and select a user from the left pane to display the User Information screen.

rUser Information

RRUENNENGEE S ystem Administrator Verify Password
Group vecscommon.data. GroupData@?2 18 ke Require Password Change [
Conform to Group Authenticate Via Password

PTZ Control Priority 1 - Lowest

Camera | View | PTZ

Enable All Disable All

Differences in privileges between user and group are highlighted in orange.

Save Revert

33
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User Information

Printing: Allows printing a screenshot User Name
f h : I Actual Name E%‘
rom the view panel. o e

Conform to Group

Saving: Allows video exporting -

Change Password: Allows the user to
change their own password.

= App
Camera Audio: Allows the user to 3 vidth
access camera audio

Enable Reviews: Allows the user to review footage
Instant Replay: Allows the user access to instant replay of footage
Mobile Web App: Allows the user access to the mobile app

Limit Bandwidth: Limits the amount of bandwidth the client is allowed to use.

User Information

User Name

EUE R Sy stem Administrator

o PTZ Preset: Allows the user to use o TSR
presets on their cameras Conform to Group
Enable
e PTZ Path: Allows the user to create a
path
e PTZ Control: Allows the user to control
the PTZ
Adjusting Layout Privileges User Information
User Name
e Shared Layouts: Allows the user to Actual Name: [
create and share layouts Group  IEENCNEETEPIE
Conform to Group
e View Editing: Allows the user to edit
their views
e Delete Shared Layouts: Allows the user

to delete shared layouts created by other
users
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Adjusting Alarm Privileges User Information

User Name

e Show Alarms: Enables the Alarms tab for the user. Allows the user to  [BEEEEEEs stem Avministator |
. . (RPN o on caia GroupDaia@215 Bg
acknowledge alarms, review alarms, disable alarms, and generate : ——

Conform to Group
alarm reports Enable

e Disable Alarms: Allows the user to disable alarms on cameras

e Acknowledge Alarms: Allows the user to acknowledge and dismiss
alarms

e Acknowledge Multiple Alarms: Allows the user to acknowledge
multiple alarms

e Generate Alarm Report: Allows the user to generate an alarm Privilege
report =now

rms

e Edit Alarm Events: Allows the user to edit what happens when Kiple Alarms

an alarm occurs Generate Alarm Report
Edit Alarm Events

Adjusting Camera Privileges

Camera privileges in the right pane are used to
determine a user’s specific camera access. When [ R S
a new user is created, they will have no privileges
by default. However, if a new user is being created
within an already established group, the new user
will inherit the privileges from that group.

]

e View Camera Privileges: Enable and disable
certain cameras from a user's view by checking
or unchecking the View box

e PTZ Camera Control: Enable and disable a
user's PTZ camera controls by checking or
unchecking the PTZ box

Enable All Disable All

PTZ Control Priority can also be set. See step 6
under Adding a User.
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Groups

Groups enable you to easily manage users by automatically assigning the same permissions to all
users in the group. For example, only users who are members of the Administrators Group have
access to the Administration Utility. Permissions can still be granted and revoked for specific users.

Adding a Group

Add User

Use the following steps to add a new user group: Add Group

1. On the Users tab, click <Add Group> on the left pane. ——

Password Requirements

In the Group Name field, enter a name for the group. Activity Report

Add Group Information

2
3. Add a Description for the group.
4. Inthe PTZ Control Priority field, |BeEis

select the group’s priority level peserpton
for the PTZ controls. Users with a
higher priority level can boot
users with a lower priority level
off of the PTZ controls. If a user’s
personal PTZ control priority
differs from that of the group, the
system uses the personal

privileges.

5. Configure the Client, PTZ,
Layout, and Alarm Privileges
that you want the group to have.
For more information, see
User Privileges

PTZ Control Priority 1 - Lowest ~

-
2
S

Camera fiew PTZ
AB8105 e

lick (103-LM)

Disable All

Cancel

6. Inthe Camera area on the right,
select the cameras that you want to enable for all existing and new group members. There is also
the option to <Enable All> or <Disable All>.

7. Click <OK> to save or <Cancel> to undo all changes.
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Importing LDAP Users

After you configure your LDAP settings, you can use the following steps to import your LDAP users:

1. On the Users tab, click <LDAP Import> on the left pane. Addlser
Add Group
2. Onthe Import LDAP Users window, select one of the following options: LDAP Import
e Import Users from Group: Searches for an LDAP user group, from sl e L
which group members can be selected for import. Activity Report
e Import Groups: Imports an entire LDAP user R Import LDAP Users %
group.
e Query: Enables administrators to search their @ import Users from Group: | NN
computer for active login groups or users @ Import Groups Query
depending on the radio button choice. Results

Import  Cancel
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Alarms

Alarms trigger based on the settings that administrators configure, using cameras and proprietary
technology to detect motion in specific areas. These areas can be so specific that they can detect
when people touch objects, open doors, or walk down hallways. These instances are often used to
generate alarms.

Zones

Alarms are based on the Zones that you configure. Administrators can configure the following types
of zones:

Motion Zones

A Motion Zone records video while motion is occurring inside of it.

Motion Alarm Zones

A Motion Alarm Zone records video while motion is occurring inside of it. In addition, Motion Alarm
Zones trigger alarms to alert personnel about breaches. Motion Alarm Zones display in red.
Motion Delayed Alarm Zones

A Motion Delayed Alarm Zone records video and triggers an alarm when continuous motion is
detected for a time period that exceeds the configured settings. This type of zone is also called a
Time-Delay Zone or a Loitering Zone. Motion Delayed Alarm Zones display in yellow.

Motion Clear Zones

A Motion Clear Zone is an area in which motion detection is unwanted. For example, if there is a
tree that is always moving and triggering the camera, setting a clear motion zone on that tree can
reduce the number of false alarms.
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Configure Zones for a Camera

Use the following steps to configure an Alarm Zone on a camera:
1. Select the Cameras tab and select the desired camera to configure an Alarm Zone for.

2. In the Recording Options for the camera, select Motion/Alarming and then click
<Configure Motion Zones>

Recording Options
@ Continuous | ) Motion / Alarming |  Advanced Analytics  § Live Only @ API Controlled

Configure Motion Zones | Configure Schedule Use Alarm License

Images from this camera will be saved when motion is detected according to the settings below.
Motion Recording Alarm Recording
: Delayed Alarming
Time Before (s) 5 . .
Motion Duration (s)

Time After (s) 5 Allowed Gap (s)

Threshold (%)

SelectAll
DeselectAll
Revert

Save Cancel
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3. Select a zone symbol from the Mode menu.

e To add a Motion Zone, click the blue plus sign in the left pane. To paint the entire view
with a Motion Zone, click Select All.
To add a Motion Alarm Zone, click the red exclamation point icon.
To add a Motion Delayed Alarm Zone, click the yellow clock icon.
To add a Motion Clear Zone, click the clear circle icon. To paint the entire view with a
Motion Clear Zone, click Deselect All.
4. Select one of the following drawing shapes from the Tools menu:

Rectangle Tool draws a rectangular shape
Oval Tool draws an oval shape.
Polygon Tool (Triangle button) draws a polygonal shape
The first three points that are clicked draw a triangle connecting points 1, 2. and 3.
Clicking again creates another triangle connecting points 1, 3 and 4.
e Freehand Tool: Use this tool to draw by freehand.
5. Draw the area where an alarm is desired. Note how exact the red Alarm Zones are on the
frames in the image below.

6. Click Save.

Alarm Zone

SelectAll

DeselectAll

Revert

Save Cancel
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Adding a Privacy Mask

Use the Custom Mask feature to draw a privacy mask around any area of the image that should
remain hidden to the operators.

Note: The privacy mask is not recorded and does not appear in reviews or exported video.

1. Select the Cameras tab and select the desired camera to set a privacy mask for.

2. Under Advanced Options, select the Use Mask checkbox.

Advanced Options

PTZ er None
Sensor Device None
Rotated MNone Il Web Export

Use Intercom None B Camera Audio Enabled Setup IO Ports
Group none Edit Groups B Use mask Custom Mask

Post post1 Edit Posts

Delete Revert

3. Click <Custom Mask> to open the zone selection window.
4. Select one of the following drawing shapes from the Tools menu and draw the area that you
want to mask with a red shape.
e Rectangle Tool draws a rectangular
shape
Oval Tool draws an oval shape.
Polygon Tool (Triangle button)
draws a polygonal shape
The first three points that are clicked
draw a triangle connecting points 1, 2.
and 3. Clicking again creates another
triangle connecting points 1, 3 and 4.
e Freehand Tool: Use this tool to draw
by freehand.

5. Click <Save> to save your changes.
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Adding an Alarm Destination

Note: Paging systems must first be integrated by Art Sentry.

An Alarm Destination is typically an email address, pager number, or cell phone number that is
configured to receive alerts from the system. Use the following steps to add a new
Alarm Destination:

1. In the Administration Utility, click the Alarms tab

2. To add a new email address, pager number, or cell phone number, click <Add Destination>.
3. Choose Email for email or text, Pager for a pager Add X

e Cell Phone: When adding a cell phone, enter the number [P ..
in the format of an email address, including your cellular
service provider's email extension. For example: Fmal Address:
[PhoneNumber]@vtext.com.

Cancel

e Pager: When adding a pager, the paging system must
first be integrated into the system. Then select a Pager ID.

e Click <OK> to save
Important: You must enable the email options in the System Settings tab for emalil

notifications to work. For help with configuring Simple Mail Transfer Protocol (SMTP),
contact Customer Support.

4. Inthe Sources area, specify the event that triggers the notification to the Alarm Destination,
then click <Save>. This field has the following options:

e Access Control: Sends an alert to an access control system if it is configured
e Report: Sends an Updated Server Report approximately twice a day

e Camera Recording: If this is set, the software will send a message to the access
control with the event description. This requires Access Control to be configured.

e System Error: Sends a notification if an error takes place

e Configuration Change: Sends a notification when a configuration change occurs in
the Administration Utility

e Stored Piece: Sends a notification when a new piece finishes running.

e 1/O Trigger: Sends an 10 signal to a camera or device if it is configured
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5. All cameras and some integrated devices are also able to send notifications to Alarm
Destinations. On the Cameras and Room Alert Devices tabs, check the boxes for any
connected devices notifications will be sent to.

e Motion Alarm: Sends a message to the Alarm Destination if an alarm event is
triggered in your Alarm Zone. The message includes a screenshot of the event. This
functionality only works if the camera’s recording mode is Alarm.

e Lighting Alarm: If a lighting zone is set up in the Advanced Analytics window, you can
set up alerts to let you know when there is a change in the lighting of a camera.

e Communication Alarm: If a camera loses its connection to the server, this alarm
sends a notification to the Alarm Destination.

6. Alarm Reason List

e To require alarm descriptions for acknowledgments, check the box next to
Alarm Reason.

e Select or add the alarm event descriptions that operators should use when they
acknowledge alarms from the system. For example, a museum might use Touch, Too
Close, Lighting, and similar descriptions for events that trigger alarms.

e When finished with the Alarm Reason area, click <Save>.

7. Audio Files

Audio files can be played in motion zones when certain alarms trigger. Select or upload the
audio file to use with the audio devices that are compatible with the system. The audio files
that are uploaded here display under the settings for a camera when it is set to Alarm mode.
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Configuring a Custom Alarm Message

Use the following steps to send a custom message to an email address, cell phone or pager when an
alarm triggers:

1. Click the Cameras tab and ensure that the camera is set to Motion/Alarming.
2. Pager Text default is <Disabled>.
a. If messages are already configured, choose the message from the list.
b. If messages are not configured, select <Custom Text> and enter your message.

3. Select the new message and click <Save>.

After alarms are configured, they are triggered by motion events in their specific areas. When an
alarm triggers, the Alarm tab on the left side of the main page blinks red on the main screen to notify
you. Click the Alarm tab to view a list of alarms.

Recording Options
@ Continuous ( @ Motion/ Alarming ' { Advanced Analytics @ Live Only ) API Controlled
Configure Motion Zones Configure Schedule Use Alarm License

Images from this camera will be saved when motion is detected according to the settings below.
Motion Recording Alarm Recording

Threshold Delayed Alarming
Time Before (s)

Time After (s)

Layout MNone
Audio File Beep2 mp3
Audio Device Office Barix

PagerText  Disabled

W Trigger SENFENRRNCIED] ~

Advanced Options
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Configuring System Settings

The System Settings tab is where you configure basic options such as SMTP, the maximum number
of simultaneous users, and other information. Once the system is operational, these settings rarely
require adjustment.

File Help

Home Devices Cameras System Settings
General Settings

Max Simultaneous Users Disabled

Inactivity Timeout (0 = Unlimited) hours ~
Max Bandwidth (0 = Unlimited) MBisec Web Server TCP Port 80 %
Time Zone US - Eastern (GMT -5) Web Server SSL TCP Port 443 ;

Auto Alarm Deactivation minutes Web Server SSL Disabled ~
(0 = Unlimited)

Motion Alarm Active seconds Web Access Timeout 60 & minutes
Camera Communication Timeout seconds Default VM Arguments

Show Detailed Motion Text Enabled Default Application Arguments _
Emailing Enabled hd Test Software Download Enabled w

Email SMTP Server ity-monitor.com Settings Web Access Enabled

Email Return Address HR Config Max Video Export Disk Space 5% GB
Video Export Directory lusriveslexport Configure LDAP Configure Audible Alarms

Access Control Disabled v
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Configuring SMTP Settings

SMTP settings for email alerts must be properly configured to work. Use the following steps to
enable:

1. Select the System Settings tab

Emailing: Select <Enabled>

3. Email SMTP Server: Enter the IP address or fully qualified domain name (FQDN) of the
SMTP server that will be used

4. Click <Settings> and Enter in the Username and Password for the SMTP server. You may
also change the port if port 25 is not the correct port for your server.

5. Email Return Address: The “sent from” email address for alerts. It is recommended to set
and authenticate for each server.

6. Click <Save> to confirm these settings

7. Click <Test> next to the Emailing field to send a test email with your settings.

N

For help with setting up SMTP, contact Art Sentry Support.
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Configuring LDAP for Authentication

Lightweight Directory Access Protocol (LDAP) is a network protocol used to interface with multiple
directory services. Using LDAP enable users to log in with their organizational credentials instead of a
separate login. Using LDAP simplifies user authentication because separate sets of user login
information for the system do not need to be managed independently.

The system uses LDAP to accomplish two tasks. First, the system authenticates the user by using
their directory login. Then, the system retrieves a list of all the security groups of which the user is a
member. The list of security groups can be used to determine the user's permissions.

Configuring LDAP Settings

Before using LDAP to authenticate users, configure LDAP settings using the following steps:
1. In the Administration Utility, click the System Settings tab.
2. Click Configure LDAP.

Home Devices Cameras Alarms System Settings

General Settings

Max Simultaneous Users 255 3 Disabled bl
Inactivity Timeout (0 = Unlimited) 0% hours jone defined |4
Max Bandwidth (0 = Unlimited) 0 3 MB/sec Web Server TCP Port 80 3

Time Zone US - Eastern (GMT -5) w Web Server SSL TCP Port

Auto Alarm Deactivation 5% minutes Web Server SSL Disabled
(0 = Unlimited

Motion Alarm Active a0 3 seconds Web Access Timeout 80 :; minutes
Camera Communication Timeout 10 : seconds Default VM Arguments _Xmx1024M

Show Detailed Motion Text Enabled v Default Application Arguments

Emailing Enabled v Test Software Download Enabled

Email SMTP Server Settings Web Access Enabled

Email Return Address HR Caonfig Max Video Export Disk Space

Video Export Directory /usrives/export Configure LDAP Configure Audible Alarms

Disabled v
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The Configure LDAP window will pop up. Select Enable LDAP.

In the LDAP Server URL field, enter the address of your LDAP server.
In the Port field, specify the port for LDAP server communication.

LDAP Search Base: specify where the search starts in the Active Directory hierarchical
structure for user account entries

In the LDAP Encryption field, specify the encryption method that the LDAP server uses
In the Bind Domain field, enter your company’s domain

Enter the Bind User Name and Bind Password for accessing the LDAP server

10.Click <OK> to save

Configure LDAP X 1
LDAP Settings
[l Enable LDAP Test Connection
LDAF Server URL
Port
LDAF Search Base
LDAF Encryption none

Bind Domain

Note: The Art Sentry system only supports Microsoft Active Directory (AD) deployments for
LDAP.




Security Software
al"t Version 8.2 Administrator Manual
sentry

Support

For questions or technical assistance, contact Art Sentry Support at

support@artsentry.com

(888) 426-6646



mailto:support@artsentry.com

